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MITRE Mapping – Cloud, OnPrem, 
and Active Testing Techniques



Introduction to MITRE ATT&CK

• MITRE ATT&CK is a globally-accessible knowledge base of 
adversary tactics, techniques, and procedures (TTPs) based on 
real-world observations. It provides a common language for 
defenders to describe, detect, and respond to threats across 
enterprise and cloud environments.

• A quick aside…
• MITRE is FAR MORE than just ATT&CK

• https://atlas.mitre.org/

• https://d3fend.mitre.org/

• https://engage.mitre.org/



MITRE ENGAGE - https://engage.mitre.org/



MITRE ATLAS - https://atlas.mitre.org/



MITRE DEFEND - https://d3fend.mitre.org/



MITRE is made up of…
• 14 Tactics ** Note: this is changing with late April update

• 193+ Techniques

• 400+ Sub-techniques

• Tactics (Why)

• Techniques (How)

• Sub-techniques (Specifically How)

• Procedures (Implementation)



Reading a technique ID

• Every technique and sub-technique has a structured identifier

• Example: T1059.001
• T = technique

• 1059 = technique number

• .001 = sub-technique

• Examples:
• T1059 — Command and Scripting Interpreter

• T1059.001 — PowerShell

• T1059.003 — Windows Command Shell

• T1059.004 — Unix Shell





MITRE Matrixes 

• Enterprise
• Windows

• Linux

• Mac

• Network Devices

• Cloud

• Containers

• ESXI

• Mobile

• ICS







Cloud vs enterprise — key differences

• Enterprise
• Attack surface is the endpoint
• Credentials live in LSASS, SAM, NTDS
• Persistence via registry, services, scheduled tasks
• Lateral movement via RDP, SMB, WMI
• Detection relies on endpoint telemetry — Sysmon, Event ID 4688, EDR

• Cloud
• Attack surface is the identity and API
• Credentials live in IAM roles, service account keys, OAuth tokens
• Persistence via new accounts, role bindings, federated identity
• Lateral movement via assuming roles, cloud service APIs
• Detection relies on control plane logs — CloudTrail, Audit Logs, UAL



Using ATT&CK for detection engineering
turn this into a graphic









RECENT MITRE UPDATES

• ATT&CK v19 release, scheduled for April 28, 2026. 
• Defense Evasion tactic will be replaced by two new tactics 

• Stealth
• Attacker activity blends in with normal user activity

• Impair Defenses
• Attacker breaks a defensive capability

• Updates to Detection Strategies for Mobile Matrix

• Some updated CI and Matrix ITEMS for AI related techniques



Tools & Resources

• MITRE Mapping Tools:
• VECTR 

• Attack Navigator

• https://github.com/cisagov/decider
• Has a built in question workflow to help 

analysts decide on how to map the 
technique

• https://github.com/center-for-threat-
informed-defense/attack-flow
• Has attack flow mapping

• Active Testing Tools:
• Atomic Red Team
• Caldera
• Consulting Services
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Common Pitfalls of MITRE mapping

• This is not a silver bullet!
• Logging Issues

• Missing telemetry

• Improper parsing

• Incorrectly applied SACLS

• (Lack of) Testing

• Failure to perform regular audits/Updates
• AKA the set it and forget it attitude



(So now you’re mapped!) What’s Next?

• Active testing can happen in many ways:
• Automated tools such as Caldera and Atomic red team can be used to 

verify that built detections are firing

• Manual attack execution either by internal red teamers or paid consulting 
services:
• Red Teams

• Pentests

• Purple Teams



TrustedSec Services that May help

• Purple Team Services
• Ask about our newly refreshed service line!

• Advisory Services

• Red Team Services





The information security industry is constantly evolving ⎼ keep up by
following TrustedSec’s active social media, blogs, podcasts and webinars.
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